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Abstract

This report presents the experimental results of a project focused on assessing the impact of a DNS reflection and amplification
attack. The study explores different amplification factors based on the DNS request types used and analyzes their effects on the
targeted system and the DNS server within a local network environment. The results indicate that higher amplification factors
correspond to increased latency during the attack, with some query times exceeding a threshold of 100 ms. However, the attack
primarily affects DNS requests rather than causing widespread disruption to the entire system, as demonstrated by the analysis
using the ping command-line tool. Surprisingly, the attack has no significant impact on system resources, such as RAM and CPU
utilization, suggesting efficient resource management by the targeted server. Additionally, an intensified attack configuration
reveals notable changes in query times and increased CPU utilization on the DNS server, indicating its struggle to handle the
intensified query traffic.
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2 The DNS protocol

The Domain Name System (DNS) protocol is a hierarchical
and distributed naming system for computers, services,
or any resources connected to the Internet or a private net-
work. It translates domain names, such as example.com,
into IP addresses, allowing devices to locate and commu-
nicate with each other. DNS operates on a client-server
model, with DNS clients sending queries to DNS servers
to resolve domain names.

Hierarchy

The DNS protocol is organized hierarchically, with a global
system of interconnected DNS servers. At the top of the hi-
erarchy are the root DNS servers, followed by top-level do-
main (TLD) servers, and finally authoritative name servers
responsible for individual domain zones. This hierarchical
structure allows for efficient and scalable domain name
resolution.

Table 1. Header flags format

Field Description Length
(bits)

QR Indicates if the messageisa query (0) | 1
orareply (1)

OPCODE | The type can be QUERY (standard | 4
query, 0), IQUERY (inverse query, 1),
or STATUS (server status request, 2)

AA Authoritative Answer, in aresponse,in- | 1
dicates if the DNS server is authorita-
tive for the queried hostname

TC TrunCation, indicates that this mes- | 1
sage was truncated due to excessive
length

RD Recursion Desired, indicates if the | 1
client means a recursive query

RA Recursion Available, in a response, in- | 1
dicates if the replying DNS server sup-
ports recursion

z Zero, reserved for future use 3

RCODE | Response code, can be NOERROR (0), | 4
FORMERR (1, Format error), SERVFAIL
(2), NXDOMAIN (3, Nonexistent do-
main), etc.

Query and Response

The DNS protocol uses query and response messages to
facilitate domain name resolution. A DNS query is initi-
ated by a resolver and sent to a DNS server. The query
message contains the requested domain name and the de-
sired type of information (e.g., IP address, MX record). The
DNS server processes the query and generates a response
message containing the requested information, which is
then returned to the resolver. Each message consists of
a header and four sections: question, answer, authority,
and an additional space. A header field (flags) controls
the content of these four sections.

Resource Records

Table 2. Resource Record (RR) fields

Field Description Length
(bits)

NAME Name of the node to which this | Variable
record pertains

TYPE Type of RRin numeric form (e.g., 15 | 16
for MX RRs)

CLASS Class code 16

TTL Count of seconds that the RR stays | 32
valid (The maximum is 231 - 1,
which is approximately 68 years)

RDLENGTH| Length of RDATA field (specified in | 16
octets)

RDATA Additional RR-specific data Variable

DNS resource records (RRs) are the building blocks of the
DNS protocol. They contain specific information associ-
ated with a domain name. Common types of resource
records include A records (IPv4 address), AAAA records
(IPv6 address), MX records (mail exchange), CNAME
records (canonical name), and NS records (name server).
Each resource record has a specific format and contains
relevant data for the DNS resolution process.

3 DNS based DDoS attacks

The DNS service plays a crucial role in the Internet infras-
tructure as itis relied upon by almost every internet ser-
vice. Any compromise to the DNS service could have signif-
icant consequences, leading to a disruption of numerous
networked applications. While the primary focus of DNS



From Ripple to Waves: DNS Amplification Attacks

design is to provide fast responses, its emphasis on secu-
rity is relatively limited, making it susceptible to various
forms of attacks. According to a recent report by Cloud-
flare (Yoachimik 2023), almost a third of all DDoS attacks
are DNS-based. These attacks primarily fall into three cat-
egories: DNS query flood, TCP flood, and DNS reflection
and amplification.

DNS query flood

This is a direct attack, conducted with the intention of
overwhelming the target DNS server by exhausting its
available resources, eventually causing it to become unre-
sponsive. This type of attack involves the attacker leverag-
ing a botnet, a network of compromised devices, to send
a massive volume of DNS queries to the target server.

When the victim of the attack is a recursive DNS server,
the requests are structured in such a way that the server
doesn’t have the requested records cached. As a result,
the server is forced to perform recursive queries to obtain
the requested information and provide responses to the
attacker, using eventually all its available resources.

Avariant of this attack, known as DNS water torture
attack, specifically targets authoritative DNS servers. In
this scenario, the attacker floods the server with an enor-
mous number of properly constructed queries. These lat-
ter consist of two parts: the domain of the victim author-
itative server and a random string that ensures the fully
qualified domain name (FQDN) does not exist. As a result,
therecursive nameserver initiates a search that eventually
reaches the targeted authoritative server. The authorita-
tive server, upon realizing that the FQDN does not exist,
sends an NXDOMAIN response. All of these queries travel
to the authoritative server, overwhelming its resources as
it is forced handling each request.

The DNS query flood attack is particularly effective
against smaller DNS servers that may have limited re-
sources to handle the high volume of queries, making
them more vulnerable to disruption.

TCP flood

Another form of attack that aims to exhaust server re-
sources is the TCP flood attack. In this type of attack, the
attacker inundates the target server with a large number
of TCP connection requests but does not close these con-
nections. As a result, the server is compelled to allocate
resources to handle each incoming TCP connection. As

the number of connections grows, if the attack is success-
ful the server becomes unresponsive to legitimate users.

DNS reflection and amplification

DNS reflection and amplification is an indirect attack strat-
egy that aims to consume the target network’s bandwidth.
The attack begins with the attacker spoofing the IP ad-
dress of the target. Subsequently, numerous queries are
sent to a DNS server, utilizing the spoofed IP address as
the source address. In this scenario, the spoofed IP ad-
dress receives the responses from the DNS server, which
is the reflection aspect of the attack. To amplify the im-
pact, the queries are crafted in a way that the responses
from the DNS server are significantly larger in size. This
amplification aspect ensures that the target’s bandwidth
becomes overwhelmed, while the attacker only expends
minimal resources. The effectiveness of this attack is de-
termined by the Amplification Factor (AF), which is calcu-
lated by comparing the size of the response to the size
of the query. To achieve a high amplification factor, at-
tackers often perform a type ANY query, which provides a
substantial amplification effect.

Since according to the already cited report (Yoachimik
2023) the most common type of attack is the DNS reflec-
tion and amplification, in this project we focus on this
type of attack.

4 Experimental setup

To ensure the success of the project, it is essential to estab-
lish a clear methodology and employ a well-defined set of
tools. This section aims to provide a detailed explanation
of the methodologies utilized to accomplish the project’s
objectives.

The selected methodologies encompass a systematic ap-
proach that allows for the accurate replication of a DDoS
attack while maintaining ethical considerations and min-
imizing the potential impact on live networks. These
methodologies were carefully chosen to ensure the relia-
bility and validity of the experimental results. The method-
ological approach used is the following:

Why

The objective of this study is to assess the impact of a DoS
attack, exploiting the DNS protocol and monitor the reach-
ability of the targeted device and other network nodes.
By simulating realistic attack scenarios, this study aims
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to understand the vulnerabilities within the DNS proto-
col, evaluate network resilience, and identify potential
countermeasures.

Which/Who
The chosen target for the DDoS attack is a laptop, which
is the victim of spoofing.

What

The selected metrics encompass the evaluation of re-
sponse time for each ICMP or DNS message transmitted,
accounting for potential timeouts. Additionally, the simu-
lation involved monitoring the CPU and memory utiliza-
tion of the DNS server.

These measurements were conducted across various
types of DNS requests to assess the attack’s effectiveness
in terms of the amplification factor. It’s worth noting that
the server was configured to hold a distinct number of
records for each request type, in order to change the re-
sponse size accordingly.

Where

The vantage point for the simulation was a MacBook Air
positioned within the network.

To prioritize the security and stability of both public
networks and devices, the DDoS attack simulations were
carried out within a local area network (LAN) environment.
This LAN was deliberately isolated from the Internet, pre-
venting any potential impact on external systems.

5 Tools used

Ping

Ping is a network utility tool used to test the connectivity
between two networked devices. It sends a small packet
of data to a specific IP address or hostname and measures
the time it takes for that packet to be received and re-
turned. The result shows the round trip time (RTT), as
well as the number of packets sent and received, and any
packet loss that may have occurred.

Dig

The digcommand (short for "domain information groper")
is a popular network administration tool used to perform
DNS queries. It allows users to perform DNS lookups to
check DNS records and obtain information about DNS

configurations. It is a versatile tool that allows users to
specify different query types, such as A, AAAA, MX, TXT,
and others.

Top

The top command provides real-time monitoring of sys-
tem resources, such as CPU usage, memory utilization,
running processes, and more. When executed, the top
command displays an interactive, dynamic table that con-
tinually updates, allowing users to view the current state
of their system and identify any processes consuming ex-
cessive resources.

Wireshark

Wireshark is a open-source network protocol analyzer. It
is designed to capture, analyze, and display network traf-
fic in real-time. Wireshark allows users to inspect and
interpret the data packets transmitted over a network,
providing detailed information about the communication
between different devices.

6 DNS Server

For the simulation of the DDoS attack, a dedicated DNS
server was established on a laptop using Ubuntu 24.04
LTS operating system. The laptop is an HP ENVY x360, with
12 GB of RAM and 4 core.

To create the DNS server, the open-source software BIND9
was employed. This widely adopted DNS server software
offers robust functionality and configurability. The server
was specifically configured to act as the authoritative
server for the domain name ediproject.com. By assuming
authority over this domain, the DNS server can respond to
DNS queries and provide legitimate DNS responses during
the simulation.

To ease the attack simulation, the DNS server was config-
ured to respond to all DNS queries with the same LAN, and
no security measures were implemented. To mimic the
characteristics of a genuine DNS server, a total of seven NS
records, five MX-type records and ten A-type records were
added to the DNS server’s configuration. The inclusion
of these records introduces diverse amplification factors
for different type of records, enabling the analysis of the
DDoS attack’s effectiveness based on these factors.



From Ripple to Waves: DNS Amplification Attacks

7 Scripts

Spoofing

A custom script based on the Scapy library was employed
to conduct a Distributed Denial of Service (DDoS) attack.
Theidentification of active hosts within the target network
was facilitated by performing a ping sweep on a specific
network range. The delivery of ARP request packets to all
hosts was ensured by sending them with a broadcast des-
tination MAC address, utilizing the packet crafting capa-
bilities of the Scapy library. The IP addresses of the active
hosts were extracted by analyzing the received responses
within a specified timeout period. This information al-
lowed for the identification of potential targets for subse-
quent stages of the DDoS attack. The technique employed
in this stage served as an initial reconnaissance step in the
attack, providing valuable insights into the composition
of the network and the active hosts that could be further
exploited to disrupt the target’s services.

DoS Script

A customized script utilizing the Scapy and dnspython li-
braries was employed to execute a Distributed Denial of
Service (DDoS) attack. The primary objective of the at-
tack was to flood a target host with a massive number of
DNS query packets. The script allowed for the specifica-
tion of the spoofed IP address, which would appear as
the source of the attack, through its command-line argu-
ments. This technique aimed to deceive the target and
potentially implicate the spoofed IP in the attack. Various
parameters, such asthe IP address and port number of the
target DNS server, the domain name to query, and the DNS
flags to manipulate, could be configured using the script.
By manipulating these flags, the DNS message could be
customized according to the attack goals. Additionally,
the script provided the option to specify the number of
threads to utilize, with each thread being responsible for
generating a specific number of DNS requests. This multi-
threaded approach amplified the impact of the attack by
concurrently inundating the target with a high volume of
DNS queries. The cumulative effect was an overwhelming
amount of traffic directed towards the specified spoofed
IP, resulting in the disruption of its normal operations and
potential denial of service.

8 Experimental Results

Amplification

As mentioned before, the term "DNS reflection and am-
plification attack" derives from the two key elements in-
volved in the attack methodology. In particular, to achieve
amplification the attacker queries the DNS server, which
will reply with larger responses than the original requests.
In our project, we conducted various tests to explore differ-
ent amplification factors based on the DNS request used.
We have compiled a summary table showcasing the types
of DNS requests used, the corresponding response di-
mensions, and the amplification factors achieved. The
table, shown below, provides a comprehensive overview
of these metrics.

Type Request | A | MX | NS | ANY
Dimension (bytes) 74 108 | 306 | 330 | 540
Amplification
- 1.46 | 4.14 | 4.46 | 7.30
Factor
Effects on the Target

To assess the effects of the DNS reflection attack, various
metrics of the targeted system were measured with re-
gards to performance and network aspects. Regarding
the network, the target was used as the primary vantage
point, and latency was measured using the ping and dig
command tools. The measurement process was divided
into three sections to analyze the performance differences.
Initially, measurements were taken for a minute without
any attack. This established a baseline for normal system
performance. Subsequently, a two-minute attack was ex-
ecuted, involving the transmission of 10,000 packets per
second to the DNS server by multiple attackers. Finally, an
additional minute of measurements without any attack
was conducted to detect any potential lingering distur-
bance effects.

The latency graph related to DNS queries presented in
Figure 1 visually demonstrates the impact of the attack
over time. To improve visualization, a moving average of
the latency time was applied, revealing a clear trend of
increased latency during the attack. This trick becomes
particularly helpful considering the inherent instability of
latency measurements.
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Figure 1. Evolution of the query time over the course of the test
with the requests of type ANY. The moving average better shows
how the latency changes.

To gain deeper insights into the impact of the DNS reflec-
tion attack, it was essential to explore the actual data and
analyze the timings of different types of requests. Figure
2 showcases the boxplots of query times, illustrating the
system under attack with different request types in com-
parison to the baseline case.
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Figure 2. Boxplots of the query times with the system under
attack with different request types, compared to the baseline
case.

By comparing the mean response times during the attack
with those observed in the baseline period, we could
quantify the magnitude of the latency increase caused by
the attack.

The results demonstrated that a larger amplification fac-

tor corresponds to higher latency. Even in the case of
request type A, which typically has a small amplification
factor, a noticeable effect on the query time was observed.
Remarkably, requests of type MX and NS, despite having
similar amplification factors (both around 300), exhibited
distinct effects on latency. The mean query time for MX
requests was found to be approximately 44 ms, while NS
requests had a mean of 96 ms. This discrepancy can be
attributed to the resource allocation or in general to the
configuration of the DNS server handling the requests.
Furthermore, certain cases surpassed the threshold of
100 ms, particularly in the case of the RR ANY request.
This indicates that such an attack would have a noticeable
impact on the targeted system, for example during web
browsing activities. Latencies exceeding this threshold
can result in perceptible delays and interruptions, poten-
tially compromising the overall user experience.

This analysis provided valuable information on the perfor-
mance degradation experienced by the targeted system
under the influence of the DNS reflection attack.

In addition to analyzing the query times using DNS-related
tools, we also conducted a similar analysis using the ping
command-line tool. The purpose of this analysis was to
assess the impact of the DNS reflection attack on overall
system latency, beyond just the DNS requests.
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Figure 3. Boxplots of the ping times with the system under at-
tack with different request types, compared to the baseline case.

As shown in Figure 3 the results obtained from the ping
analysis revealed that the latency did not increase sig-
nificantly during the attack. The highest mean latency
observed was approximately 48 ms for the RR of type ANY.
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This finding suggests that the DNS reflection attack pri-
marily affects the DNS requests themselves, rather than
causing widespread disruption to the entire system.
During the attacks we also examined the effects of the
DNS reflection attack on system resources, specifically
RAM and CPU utilization. Our analysis aimed to determine
whether the attack had any noticeable impact on these
critical resources.

Surprisingly, the results revealed that the attack had no
significant impact. The resource usage remained within
normal ranges, comparable to the baseline measure-
ments taken during the pre-attack phase.

Server Performance

The other vantage point of the experiments was the DNS
server within the local network. Specifically, the analysis
focuses on the CPU and RAM usage to gain insights into
the server’s behavior during the DNS reflection attacks.

— Data
40 —— Moving Average

35 A

30 A

25

CcPU

20 A

15 A

10 A

T T T
100 150 200

Time elapsed (s)

Figure 4. Evolution of the DNS server CPU percent used over the
course of the attcak with the requests of type ANY. The moving
average makes the results more clear.

Figure 4 presents the CPU usage over time, utilizing a mov-
ing average to mitigate the volatility of the measurements.
Notably, during the attacks, a slight increase in CPU usage
is observed, albeit by a marginal 2 to 4%. This modest
change indicates that the CPU’s workload experiences a
minimal impact during the DNS reflection attacks. While
the increased query trafficimposes additional computa-
tional demands, the server’s CPU manages to handle the
heightened workload without significant strain.
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Figure 5. Boxplots of the CPU usage with the system under at-
tack with different request types, compared to the baseline case.

Moving on to the RAM usage, the data reveals a periodic
pattern, as shown in Figure 6, suggesting the presence of
regular garbage collection or memory cleaning processes
occurring at intervals. Despite these oscillations, the
overall mean value around which the fluctuations occur
remains relatively constant. This indicates that the DNS
reflection attacks do not significantly affect the server’s
RAM usage.
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Figure 6. Memory usage of the server during the attack. An
oscillating pattern can be observed.

The marginal change in CPU usage, coupled with the sta-
ble RAM usage, can be attributed to the server’s efficient
resource management mechanisms. These mechanisms
enable the server to effectively handle the increased
query load while ensuring minimal impact on CPU and
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RAM usage.

Testing a Big Attack

In the last test, the focus shifted towards enhancing the
potency of the DNS reflection attack. While the previous
attacks involved 10,000 packets per second, this more
powerful attack reached a traffic 50,000 packets per sec-
ond, employing the request type ANY. This intensified
attack configuration was aimed to assess the potential for
greater disruption and the limits of the network.

During this amplified attack, notable changes in DNS
query times were observed. The mean query time reached
174 ms, with occasional spikes of 400 ms. These elevated
query times would certainly have a substantial impact on
the loading speed of web pages. Interestingly, when con-
sidering ping latency, the increase was about the same
as when using the lower packet rate. The limited increase
in latency can be attributed to the server’s inability to
keep up with the amplified attack: several packets were
ignored and were not sent to the spoofed IP, resulting in
partial blocking of the reflection. This server behavior
lowered the expected proportional increase in latency, as
the server struggled to process the influx of requests.
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Figure 7. Query time over the course of the test with a packet
rate of 50,000 pps with the requests of type ANY.

Analyzing the server diagnostics, it was found that the
RAM usage remained unaffected by the amplified attack,
while on the other hand the strain on the CPU was evident.
Unlike the 10,000 packet per second cases, where the CPU
usage only experienced a marginalincrease, the amplified
attack caused the CPU usage to rise significantly. The

CPU utilization surged from around 4% of the baseline
to a mean of 24.5%, with occasional peaks exceeding
30%. This substantial increase in CPU load indicates the
server’s struggle to handle the intensified query traffic,
resulting in a notable impact on its computational re-
sources.

60
—— Data

—— Moving Average
50

40 -
=2
g 30

204

10 A

T T T
100 150 200

Time elapsed (s)

Figure 8. CPU usage over the course of the test with a packet
rate of 50,000 pps.

This final test showed how increasing the attack potency
does not always yield the desired effectiveness. The net-
work topology, or in this case the behavior of the server,
can exhibit unpredictable characteristics. Despite the
significant amplification of the attack, the server’s partial
blocking and compromised response contributed to an
unexpected outcome.

9 Mitigation measures

There exist a variety of measures that can be employed to
mitigate the effects of DNS amplification attacks. These
measures can be broadly categorized into three groups:
those that aim to reduce the probability of an attack occur-
ring, those that aim to minimize the impact of an attack
by detecting it early, and those oriented to enhancing the
resilience of the DNS service.
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Proactive measures

Rate limiting

Rate limiting is a measure that can be used to mitigate the
impact of DNS amplification attacks. The idea behind rate
limiting is to limit the number of responses that a DNS
server can send to a specific IP address within a certain
time period. That way the queries sent by the attacker
are dropped by the DNS server, therefore reducing the
amplification effect.

Trusted sources

When a DNS recursive server is publicly accessible on the
Internet, it becomes susceptible to receiving queries from
any source. The potential range of IP addresses that can
be spoofed is vast, making it impractical to block all of
them effectively. However, a possible mitigation strat-
egy is to restrict the number of sources allowed to send
queries to the DNS server by implementing a whitelist of
trusted sources. By creating such a whitelist, the proba-
bility of an attack occurring can be reduced. It is worth
nothing to underline that the introduction of a whitelist is
a not a foolproof method, since IP in whitelist can still be
spoofed and used to perform the attack.

Firewall

Afirewall is a network security system that monitors and
controls the incoming and outgoing network traffic based
on predetermined security rules. Setting up a proper fire-
wall both DNS server side and victim side can block unau-
thorized traffic and reduce the impact of the attack.

Detection measures

The DNS amplification attack relies heavily on IP spoof-
ing as a central activity. The key concept behind detec-
tion techniques is the ability to differentiate between an
original source IP address and a spoofed one, therefore
immediately identify and mitigate the attack.

Routing hops detection

This mechanism was proposed in the paper by ’Jin and
Wang 2003’. The idea is to exploit the inconsistency be-
tween the number of hops of a spoofed IP packet and the
spoofed IP address itself. The hops number is inferred by
the TTL value in the IP header. This mechanism can detect
almost 90% of the spoofed packets.

Machine Learning

In the last decade with the developing of machine learn-
ing, some algorithms have been proposed to detect the
DNS amplification attack. In the paper by ’Meitei, kh, and
De 2016, is proposed a machine learning based approach
to detect the attacks, using Random Forest, MLP and SVM
algorithms. However, a more recent publication by ’Math-
ews et al. 2022’, shows that using an adversarial neural
network approach (EAD) it is possible to easy circumvent
the detection. The idea is to train a network to slightly
modify the input data (DNS queries) in order to fool the
detection algorithm.

Resilience measures

Resilience measures aim to enhance the DNS’s ability to
withstand attacks and maintain its service even when un-
der attack.

Anycast scheme

A DDoS attack aims to disrupt a victim server’s service by
overwhelming it with a high volume of packets. A solu-
tion to this issue involves creating multiple replicas of the
victim server, all sharing the same logical IP address. The
destination of incoming packets is determined by the Any-
cast protocol employing certain routing criteria. Thereby,
the load is distributed among the replicas and the strain
on each individual server is reduced. In 2015, a significant
DDoS attack targeted the DNS root name servers, resulting
in a denial of service for some of them, as documented in
thereport 'Vries, Schmidt, and Pras 2016’. This attack high-
lighted that although anycast architecture can enhance
the resilience of DNS servers, it is not foolproof solution to
DDoS attacks. Nevertheless, due to the implementation
of anycast technology in 11 out of the 13 root servers, the
impact of the attack was limited and partially mitigated.

Caching behavior

The paper authored by 'Wei-min, Lu-ying, and Zhen-ming
2010’ explores an approach to mitigate the impact of DDoS
attacks on DNS performance. The authors argue that a
relatively simple modification to the caching behavior of
a DNS server can yield significant improvements in per-
formance during such attacks. Their proposal suggests
that a DNS server should refrain from evicting cache en-
tries when it detects unavailability of the relevant DNS
servers. Instead, these entries should be retained until
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the corresponding servers become available again. By
implementing this change, even if a relevant server is ren-
dered inaccessible during a DDoS attack, the DNS recur-
sive server can still serve the cached entries, thereby pro-
viding responses for a portion of the requested domain
names.

10 Conclusions

This study examined the DNS amplification attack and
its impact on network resources, specifically focusing on
DNS queries and Ping measurements. The attack was suc-
cessfully executed, resulting in a significant increase in
DNS query times and latency. Despite the attack’s effec-
tiveness, it did not lead to a complete denial of service,
indicating that the targeted system had efficient resource
management mechanisms in place.

However, the attack did have a notable side effect on the
server resources, particularly on CPU utilization. The in-
creased query traffic caused a significant rise in CPU us-
age, highlighting the strain on the DNS server. This finding
emphasizes the importance of considering the impact on
server resources when mitigating DNS reflection attacks.
Overall, this study underscores the significance of imple-
menting effective mitigation strategies to protect against
DNS amplification attacks. By employing a combination
of proactive, detection, and resilience measures, network
administrators can enhance network resilience and miti-
gate the detrimental consequences of such attacks.
Future research should continue to explore and develop
innovative approaches to combat evolving DNS amplifica-
tion attack techniques and safeguard network infrastruc-
tures.
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